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Image Encryption and Encoding based on Optical Systems

Kazuya NAKANO™*!

ABSTRACT : Optical encryption and encoding techniques are atiractive to researchers, because they can

optically encrypt an image at high speed. Especially. double random phase encoding (DRPE) is known as a

typical optical encryption and encoding method. DRPE encrypts images by random phase modulations in

the spatial and Fourier plane. Many researchers have reported the security analysis of DRPE. It is important

to investigate the security strength against some attacks, such as known-plaintext attack (KPA). In this paper,

we introduce the known-plaintext attack-based analysis of DRPE. DRPE is easy to expand because the

optical system of DRPE is simple. Therefore, there are various types of DRPE, such as DRPE based on

fractional Fourier transform and Fresnel transform. However, the optical systems are based on coherent light.

Therefore, we introduce the proposed incoherent optical system of DRPE. In the future, we expect new

applications based on DRPE algorithm for a camera and sensor.
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Fig.1 Analysis of DRPE based on KPA.
[Reprinted/Adapted] with permission from [ref 6]
© The Optical Society.
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Fig.2 Results of KPA when noise was added to Fourier
amplitude. [Reprinted/Adapted] with permission
from [ref 6] © The Optical Society.
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Fig.3 Results of KPA when noise was added to Fourier
phase. [Reprinted/Adapted] with permission from
[ref 6] © The Optical Society.
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Fig.4 Optical system of incoherent DRPE.
[Reprinted/Adapted] with permission from [ref 9]
© The Optical Society.

Fig.5 Decrypted images. [Reprinted/Adapted] with
permission from [ref 9] © The Optical Society.

Raxpd, Zokoz, ELWEZROAUET Cmifs &
BHHZLEMNTELN, MiEstHRTHE LIRS, F
Ll 2 Hs Z LM TERVI EEZMERE LTS,

4. ®i&IC

Wl £ = THIBRIZING B« TR R{b %17 5 ikl >nT
ik~7=, DRPE# kh &4 2 K P Bk B, K
R L S LR TIED LRt AL, EXa T
AR ST A W k2 T 7V r—2a Y ORE
W22 35 LR LA TE LD TN,

S5 3k
1) B. Javidi, A. Carnicer, M. Yamaguchi, T. Nomura,
E. Pérez-Cabré, M. S Millan, N. K Nishchal, R.
Torroba, J. F. Barrera, W. He, X. Peng, A. Stern, Y.

Rivenson, A Alfalou, C Brosseau, C. Guo, J. T

Sheridan. G. Situ, M. Naruse, T. Matsumoto, L
Juvells, E. Tajahuerce, J. Lancis, W. Chen, X. Chen,
P. W H Pinkse, A. P Mosk and A. Markman.
Opt.

“Roadmap optical

2016;18(8):083001.

on security”, I

2)

3)

4)

6)

8)

9)

£

8

-3
[=]

Vol.59 No.l »2(2022.12)

P. Refregier and B. Javidi, “Optical image encryption
based on input plane and Fourier plane random encoding,”
Opt. Lett. 20, pp. 767-769 (1995).

X. Peng, P. Zhang, H. Wei, and B. Yu, “Known-plaintext
attack on optical encryption based on double random
phase keys,” Opt. Lett. 31, pp. 1044-1046 (2006).

G. Situ, U. Gopinathan, D. S. Monaghan, and J. T.
Sheridan, “Cryptanalysis of optical security systems with
significant output images,” Appl. Opt. 46, pp. 5257-5262
(2007).

K. Nakano, M. Takeda, H. Suzuki, and M. Yamaguchi,
“Security analysis of phase-only DRPE based on known-
plaintext
ciphertext pairs,” Appl. Opt. 53, pp. 6435-6443 (2014).

attack using multiple known plaintext—

K. Nakano and H. Suzuki, “Known-plaintext attack-
based analysis of double random phase encoding using
multiple known plaintext-ciphertext pairs,” Appl. Opt.
61, pp. 9010-9019 (2022).

G. Unnikrishnan, J. Joseph, and K. Singh, “Optical
encryption by double-random phase encoding in the
fractional Fourier domain,” Opt. Lett. 25, pp. 887-889
(2000).

G. Situ and J. Zhang, “Double random-phase encoding in
the Fresnel domain,” Opt. Lett. 29, pp. 15841586 (2004).
K. Nakano, M. Takeda, H. Suzuki, and M. Yamaguchi,
“Encrypted imaging based on algebraic implementation
of double random phase encoding,” Appl. Opt. 53, pp.
2956-2963 (2014).



